Institute for Software Research
University of California, Irvine

TREF: A Threat-centric Comparison Framework for
Decentralized Reputation Models

Girish Suryanarayana
University of California, Irvine
sgirish@ics.uci.edu

Richard N. Taylor
University of California, Irvine
taylor@uci.edu

January 2006
ISR Technical Report # UCI-ISR-06-2
Institute for Software Research
ICS2 110
University of California, Irvine
Irvine, CA 92697-3455
www.isr.uci.edu

http://www.isr.uci.edu/tech-reports.html

!"#$%&'&!()*+,-.*/,)01&.234+)052/&$)+3*62)7&82)&9*1*/,)+:0;*<&
"*4=,+,02/&>2<*:5
!"#"$%&'#)*+*#*)*+*,&-".%*#/&01&2*)34#
5+$6"667&84#&'4869*#7&-7$7*#.%
:+";7#$"6)&48&<*3"84#+"*,&5#;"+7
=$>"#"$%,6*)34#?@".$1."17/
5'-&27.%+".*3&-7A4#6&B&:<5C5'-CDECF
G*+*#)&FDDE

'?5,)+1,%& 5+& *& /7.7+6#*3"H7/& $)$67I,& 7+6"6"7$,& *3$4& J+49+& *$& A77#$,& /"#7.63)& "+67#*.6& 9"6%& 7*.%
46%7#&*+/&I*J7&34.*3&*64+4I4$&/7."$"4+$&649*#/$&6%7"#&"+/";"/*3&>4*3$1&5+&*+&4A7+&/7.7+6#*3C
"H7/&$)$67I,&6%7#7&"$&+4&$"+>37&.7+6#*3"H7/&*6%4#"6)&6%*6&.*+&#7>3*67&6%7&7+6#)&48&A77#$&"+&6%7&$)$C
67I1&K$&*&#7$36,&6%7&$)$67I&I*)&.4+6*"+&I*3"."4$&A77#$&6%*6&6#)&64&/"$#A6&6%7&$)$67I&*+/&.*##)
46&*66*.J$&4+&46%7#&A77#$1&5+&6%7&*L$7+.7&48&*&.7+6#*3"H7/&*6%4#"6)&6%*6&.*+&%73A&>*#/&*>*"+$6
$.%& *66*.J$,& 7*.%& A77#& I$6& "+.4#A4#*67& $"6*L37& I7*$#7$& 64& A#467.6& "6$738& 8#4I& $.%& *66*.J$1
2#$6& I*+*>7I7+6& I7.%*+"$I$& $7#;7& 64& A#4;"/7& 7887.6";7& .4+67#I7*$#7$& *>*"+$6& 6%7& *66*.J$
A7#A76#*67/&L)&I*3"."4$&A77#$1&-7A6*6"4+CL*$7/&6#$6&I4/73$&*3349&A77#$&64&/767#I"+7&6%7&6#$6C
94#6%"+7$$&48&46%7#&A77#$&"+&6%7&$)$67I&L*$7/&4+&6%7"#&A7#.7";7/&#7A6*6"4+$1&M%"37&*&+IL7#&48
/7.7+6#*3"H7/&#7A6*6"4+CL*$7/&6#$6&I4/73$&7N"$6&"+&6%7&#7$7*#.%&3"67#*6#7,&3"6637&7884#6&%*$&L77+
/"#7.67/&649*#/$&6%7"#&$)$67I*6".&7;*3*6"4+&*+/&.4IA*#"$4+1&5+&6%"$&A*A7#,&97&A#7$7+6&2-OP,&*
6%#7*6C.7+6#".&8#*I794#J&84#&7;*3*6"+>&*+/&.4IA*#"+>&/"887#7+6&#7A6*6"4+CL*$7/&6#$6&I4/73$&*$
*+&"+"6"*3&$67A&649*#/$&*//#7$$"+>&6%"$&+77/1&M7&*3$4&/"$.$$&%49&97&;*3"/*67/&6%7&2-OP&8#*I7C
94#J&"+&6%7&.4+67N6&48&84#&#7A6*6"4+CL*$7/&6#$6&I4/73$1&Q#&7;*3*6"4+&#7;7*3$&$7;7#*3&J7)&L7+C
78"6$&48&$"+>&6%7&2-OP&8#*I794#J1



Girish Suryanarayana, Richard N. Taylor



ISR Technical Report # UCI-ISR-06-2
January 2006


        



         


       

      
       


      
       


      
       

         




Consider a gnutella-based[28] open decentralized filesharing application. In such an application, a peer directly
queries its neighboring peers for a file. These neighboring
peers in turn forward the query to their neighbors. Peers
with matching files respond to the query. The original peer
selects a peer from the list of all responding peers and
directly downloads the file from that peer. In an open file-

sharing application, peers can enter and leave the system at
any time. Thus malicious peers can be present in the system
who disguise viruses, trojans and fake files as reliable files.
These files pose a significant risk to the downloading peer
as well as to all those peers who may unknowingly receive
the files from that peer. Using a centralized authority that
can maintain information about all peers in the system, regulate the entry of peers in the system, and coordinate filesharing between peers helps considerably alleviate the
threat due to malicious peers. However, in the absence of
such a centralized authority, each peer in the decentralized
system must adopt suitable measures to safeguard itself.
The threat posed by malicious peers is not limited only
to decentralized file-sharing applications. Other decentralized applications such as decentralized auctioning and
emergency response are equally susceptible to these kinds
of threats. Trust management has been found to serve as a
potential countermeasure for addressing such threats. Trust
relationships between peers helps a peer determine the
extent of trustworthiness of other peers. This trust information can be used to make well-informed decisions about
interaction with a peer.
Trust management has therefore received a lot of attention from researchers. Reputation-based trust management
systems rely on the past behavior of peers in order to draw
conclusions about their trustworthiness. Several reputationbased trust models exist in the research literature[44]. Different models are geared towards different objectives and
different applications; however current literature is lacking
an evaluation framework that can help contrast the capabilities of different models as well as guide the selection of a
suitable model for a given setting.
This paper describes our efforts towards addressing this
need and presents a threat-centric evaluation framework,
called TREF (Threat-centric REputation Framework), for

decentralized reputation-based trust models. Trust models
are primarily geared at safeguarding the system from the
threats and attacks of malicious peer. These threats and
attacks, thus, naturally provide an excellent starting ground
to compare and evaluate these models. We, therefore, use
them as the basis for the TREF framework. We have validated four sample reputation model evaluations based on
the TREF framework by comparing them against actual
results observed when those model implementations are
subjected to various threat scenarios. Our experiments
have revealed the feasibility and soundness of the TREF
framework in evaluating and comparing decentralized reputation-based trust models. We believe that the threat-centric approach used in the TREF framework can be used as
the basis for designing secure and capable reputation models in the future. We also believe that this threat-centric
approach can serve as a fertile ground for future in depth
comparisons of reputation models.
The rest of the paper is organized as follows. Section 2
provides background on trust and reputation and includes
relevant related work. Section 3 presents our definition of a
trust model and discusses the functional elements of a trust
model. Section 4 classifies protective mechanisms
employed by reputation models while section 5 introduces
the critical threats of decentralization that form the basis of
our threat-centric framework. Section 6 discusses the
design of our threat-centric framework and section 7
describes our efforts towards validating the our framework.
The paper ends with a discussion in section 8.


In this section, we define as well as introduce the basic
concepts of trust and reputation management. We then
present related work in trust and reputation management.


The concept of trust is an integral part of man]s social
existence. Interactions in society are influenced by the perceived trust worthiness of others. Trust thus plays a significant role in our day-to-day life. Naturally, researchers from
several disciplines including sociology, history, economics,
computer science, and philosophy have investigated the
issue of trust [37]. Given the fact that trust is a multi-disciplinary concept, there exist in the research literature several definitions of trust and discussions about the factors
that determine trust. We limit our discussion here to some
well-known definitions with an aim to provide a sufficient
background for the purpose of this paper.
One of the most well-known definitions of trust is the
one coined by Deutsch [12] which states that:
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An interesting fact about the above definition pointed
out by Marsh [37] is that trust subjective and dependent on
the views of the individual. Deutsch further refined his definition of trust as      
         
[13]. This definition is also echoed by the Webster dictionary which defines trust as 
        
.
Another popular definition of trust adopted by computer
scientists is the one coined by Diego Gambetta [18]. He
defined trust as 
 
        


     . Gambetta introduced the
concept of using values for trust and also defended the
existence of competition among cooperating agents. A
recent definition of trust has been put forth by Grandison
and Sloman [19] who define trust as 
        
.
There are several interesting aspects of trust. Trust is
conditionally transitive. This means that if A trusts B and B
trusts C, A trusts C only if certain conditions are met. Trust
can be multi-dimensional and depends upon the particular
context. For example, A may trust B completely in the context of cars but may not trust B in the context of planes.
Trust can also be expressed in terms of a set of continuous,
or binary, or discrete values.


Related to trust is the concept of reputation. Abdul-Rahman [2] defines reputation as 
      
. Kinateder and Rothermel
treat reputation as a global aspect and consider trust to be
local and subjective. They define reputation of an entity 
         
[30].
An individual]s reputation can be used to determine the
extent to which he can be trusted. An individual who is
more reputed is generally considered to be more trust worthy. Reputation can be generally determined in three ways,
either by relying on one]s personal and direct experiences,

or relying on the experiences of other people, or a combination of both.


Existing decentralized trust models can be classified
into two main categories: credential and policy-based, and
reputation-based. This categorization is based upon the
approach adopted to establish and evaluate trust relationships between peers.
In credential and policy-based trust management systems such as in [5, 26, 34, 50, 52], peers use credential verification to establish a trust relationship with other peers.
The primary goal of such systems is to enable access control. Therefore their concept of trust management is limited
to verifying credentials and restricting access to resources
according to application-defined policies [19]. A resourceowner provides a requesting peer access to a restricted
resource only if it can verify the credentials of the requesting peer either directly or through a web of trust [29]. This
is useful by itself only for those applications that assume
implicit trust in the resource owner. Since these policybased access control trust mechanisms do not incorporate
the need of the requesting peer to establish trust in the
resource-owner, they by themselves do not provide a complete generic trust management solution for all decentralized applications.
Reputation-based trust management systems on the
other hand provide a mechanism by which a peer requesting a resource may evaluate its trust in the reliability of the
resource and the peer providing the resource. Examples of
such systems include SPORAS and HISTOS [53],
XREP[10], NICE[33], DCRC/CORC [20], Beta [22],
EigenTrust [27], etc. Peers in such systems establish trust
relationships with other peers and assign trust values to
these relationships [54]. Trust value assigned to a trust relationship is a function of the combination of the peer]s global reputation and the evaluating peer]s perception of that
peer.
Some reputation-based systems, in addition, utilize
social relationships between peers when computing trust
and reputation values. These systems analyze a social network which represents the relationships existing within a
community and form conclusions about peers] reputations
based on different aspects of the social network. Examples
of such trust management systems include REGRET[40]
that identifies groups using the social network, and NodeRanking[39] that identifies experts using the social network.


A trust model essentially helps model the trust relationships between peers in the system. Different types of trust
and reputation models exist in the literature. These models

have been developed towards different objectives and targeted at specific applications. A trust model means different things to different people. For some, it may mean just a
trust algorithm and a way of combining different trust
information to compute a single trust value [22, 27], while
for others, a trust model may also encompass a trust-specific protocol to gather trust information[1, 10]. Yet others
may want a trust model to also specify how and where trust
data is stored.


In spite of having a number of trust and reputation models, the research community has devoted little effort
towards presenting a unifying definition of a trust model
and identifying the essential elements that constitute a trust
model. To address this shortcoming, we present the following definition of a trust model.    
        






Different trust models encompass different mechanisms
to protect the peer in the face of attacks executed by malicious peers. These mechanisms can be classified as either
, , or . Since we use these mechanisms to compare the abilities of different reputationbased trust models in the face of threats, it is important to
understand the nature of these mechanisms.
 mechanisms are those that provide the first
level of security against any attacks. The goal of these
mechanisms is to discourage any attack at the outset by
preventing vulnerabilities. The best preventive mechanism
in an open decentralized system would be for a peer to
refrain from interacting with any other peer. However, this
would hinder peers from interacting and forming relationships with each other, which is the single-most important
objective of participation in such an application. Due to
this essential trade-off between security measures and ability to interact, employed preventive measures may not be
sufficient by themselves. Additionally, in spite of employing preventive mechanisms, newer forms of attacks are
continuously invented. Thus,  mechanisms are
needed so that the system can, upon being attacked, be able
to detect any attacks at the earliest.
Some threats are easy to detect while others require a
careful analysis of data over a period of time to conclude
that an attack is being carried out. This period of time may
vary depending on various factors. Two principal factors
are the constancy of the malicious behavior, and the extent
to which the situation and data reported by other peers is

analyzed and understood. For example, it will take longer
to detect a peer that indulges in fraudulent behavior once in
ten interactions than a peer that exhibits such behavior constantly. Further, a peer that evaluates others based on their
behavior only in the last few hours is more likely to overlook inconstant malicious activity. Thus these factors need
to be understood and addressed in order to achieve a high
level of effectiveness in detection mechanisms.
But detection mechanisms by themselves will not help
achieve anything. It is imperative that, upon detection, the
system react in such a manner that the effects of the threat
are immediately nullified. Or in the worst case if the system cannot counter the threat, it should react in such a way
that it can better protect itself against such threats in the
future. Such mechanisms that define the reaction to threats
and attacks are termed  mechanisms.
Reactive mechanisms define how the reputation of
peers in the system gets affected as a result of the attack. It
also includes a feedback mechanism that dictates how the
information about the threat and the malicious peer is propagated to the rest of the system. This feedback mechanism
can be of two types -  and . 
mechanisms include actions pursued by a peer towards
actively informing the rest of the system about malicious
peers. An example of such a mechanism is where a peer
pushes trust information digests and warnings to other
peers in the system.  mechanisms, on the other
hand, are those that passively disseminate information
about malicious peers. An example of a passive mechanism is where a peer may respond with relevant trust information only in response to specific queries.
To better understand these three mechanisms, consider
the example of a burglar trying to rob a house. A preventive mechanism to discourage a burglar is to lock the house
securely. Anticipating that a skillful burglar will still be
able to gain entry into the house, security cameras can be
installed to detect presence of burglars in the house. Once a
camera detects the presence of a burglar, alarms can be
triggered and proper authorities can be informed immediately as proactive responses. These protective mechanisms
in the face of a burglary are illustrated in Figure 1.


The decentralized nature of a system exposes peers in a
system to threats that arise due to the actions of malicious
peers. We classify these threats into two categories: direct
and indirect. Direct threats are those that result from actual
attacks on peers. Indirect threats refer to conditions/situations that exacerbate the risk due to direct threats. Below
we describe critical direct and indirect threats that arise due
to the nature of decentralization.
It should be noted that the attacks discussed in this sec-



tion are not necessarily unique only to decentralized systems. These threats may be present in a centralized system
as well; however, the absence of a centralized authority
make it harder to safeguard against these attacks in a
decentralized system. Hence these attacks warrant a
detailed study in a decentralized scenario.


Direct threats are those that are caused due to the attacks
perpetrated by malicious peers in the system. These attacks
are typically directed against two assets of a decentralized
application -  and . Data refers to both application-specific and trust-specific information that is
exchanged among peers, and service refers to both application-specific and trust-specific utility of specific value that
is being offered by a peer.
These attacks that are directed against either data or service can be classified into two categories - 
and .  attacks are those that
directly target the service or data itself in order to exploit or
misguide other peers. For example, such attacks may focus
on obstructing availability or access of correct information
or focus on propagating wrong information. 
attacks, on the other hand, are those that target a peer offering a service or data in order to either take advantage of its
reputation in the community or to lower its reputation by
offering spurious or malicious information.
There are also other attacks that target the ability of a
peer to respond to important and legitimate queries by
flooding it with either ill-formed or redundant queries.
These are typical denial-of-service (DoS) attacks that can
be perpetrated by malicious peers who may want to delay
the propagation of certain critical information to other
peers in the system. One way to prevent these attacks is to
detect and isolate as early as possible all ill-formed or

already received messages so that they are not processed
again by the peer.
Attacks in a decentralized system either These attacks
may even aim to avail of privileges of other peers. This
information may be either application-related or trustrelated data.

Impersonation refers to the threat posed by a malicious
peer that portrays itself as another peer. The goal behind
this threat could be to either misuse the privileges made
available to the impersonated peer by other peers, or
malign the impersonated peer through fraudulent interactions with other peers. Pseudospoofing and man-in-themiddle attacks can also be categorized as impersonation
threats. Pseudospoofing exploits the use of pseudonyms in
a P2P system[10]. Malicious peers can create and control
multiple false identities. Once an identity gains a bad reputation, it can be easily discarded and a new one can be
adopted. Man-in-the-middle attacks are typical in P2P systems that rely upon application-level routing. In such cases,
interacting peers need to rely upon intermediate peers to
forward their queries or responses. This offers intermediate
peers with malicious intentions the opportunity to tamper
with the responses.

In a peer-to-peer application, peers interact with each
other in a variety of ways such as exchanging information,
transacting deals, etc. While interacting with other peers in
the system, a fraudulent peer may not completely fulfill its
part of the transaction, or it may promise availability of
certain services that it does not really offer. A trust model
should (a) help peers identify such fraudulent peers to prevent these attacks, and (b) post-interaction enable peers to
inform others about these fraudulent peers.

A malicious peer may mis-represent the extent of trust it
has in a victim peer and communicate these incorrect values to other peers. For example, a malicious peer could
actually trust a victim peer but send out reports contrary to
its knowledge. Depending upon the influence of the malicious peer, this may adversely affect the interaction of the
victim peer with other peers in the system. Moreover, such
a peer with malicious intentions could also mis-communicate the extent of trust another peer has in the victim peer.
This problem is further compounded if the malicious peer
acts as a forwarding relay between peers. Solutions to this
problem include actively informing other peers about malicious peers and incorporating the opinions of multiple
peers while making trust decisions in order to reduce the
effect of mis-representation.

Collusion refers to the threat posed when a group or

groups of malicious peers actively try to subvert the system. Their actions may include spreading negative
accounts of good peers and reporting greatly exaggerated
positive accounts of other malicious peers in their clique[3,
11]. This leads to a situation where good peers are isolated
and cannot decide whom to trust and may lead to a complete disruption of the system. Additionally, collusion
includes the problem of shilling[10], where a malicious
peer can create multiple false identities, each of which
maps to a unique IP address, in order to augment misleading information.
Collusion can be addressed by encouraging good peers
to actively (a) recognize groups of malicious peers and
spread information about them, and (b) form robust groups
themselves to counter the effects of collusion [33].
There are other attacks such as Denial of Service(DoS)
attacks that are direct threats but these are not considered
here since they are not directly relevant to trust management systems.


In addition to the direct threats introduced in the previous section, there are a number of scenarios that make
these direct threats difficult to address. We term these scenarios as indirect threats and discuss the critical ones
below.

When a new peer joins an existing system, it does not
possess trust-based knowledge about other peers in the system which may hinder it from interacting with other peers.
Similarly existing peers in the system may tend to isolate
the new peer since they lack trust information about the
new peer. A trust model, therefore, should have a low barrier of entry for new peers so that new peers can easily participate in the system. Yet, at the same time, the trust model
should provide sufficient measures to protect the system if
the new peer turns out to be malicious. Addition of
Unknowns also encompasses the cold start problem which
arises when the peer-to-peer system is first initialized and
none of the peers have any trust information about any
peer.


In this section, we discuss for each of the threats the different types of preventive, detective and reactive mechanisms employed by existing reputation-based trust models
in order to counter that threat.


 - Impersonation can be discouraged through
the use of unique digital identities. A digital identity may
represent one or more physical peers and can even repre-

sent an organization. The use of digital identities protects
against pseudospoofing. Thus, any relationships will exist
between digital identities instead of physical peers. This
allows for the possibility that a physical peer may have
multiple digital identities each of which is considered a
separate peer. Standard Public Key Infrastructure
(PKI)[14] can be used for generating digital identities
where each peer will be represented by a public-private key
pair that uniquely identifies it.
 - Impersonation can be detected by verifying
the authenticity of messages through the use of digital signatures and authentication. This has been adopted by several existing trust models [1, 10, 16, 23, 33]. Each peer first
generates a pair of public-private keys. When an originating peer sends a message to another peer, it signs the message with its private key. The receiving peer uses the public
key of the originating peer to verify the authenticity of the
message. This helps detect unsigned and forged messages.
While authentication cannot prevent other peers from reading the contents of the message, use of authentication can
also help detect repudiation attacks and man-in-the middle
attacks.
 - Once impersonation is detected and the signature on a particular message is not found to be authentic,
or if the message is unsigned, the message can be flagged
with a warning or can be dropped depending upon the
nature of the trust model[43].


 - A typical mechanism for preventing fraudulent actions is to adopt the policy of interacting only with
those peers who are considered trustworthy beyond a
threshold level. This threshold level can be set in several
ways. It may depend upon the nature of the application or
the trust model and may be a pre-determined value. Or it
may depend upon the context of the particular interaction
where a peer may decide to trust or distrust based upon the
degree of need for interaction and the risk posed by the
interaction[24, 46]. Another preventive mechanism could
be for peers to collectively enforce a trust policy that
enforces a severe penalty for indulging in fraudulent
actions. The punishment could range from reducing the
fraudulent peer]s trust to a system-wide isolation of the
fraudulent peer. If these policies and mechanisms are
advertised system-wide before-hand, it may have the effect
of potentially discouraging peers from engaging in fraudulent actions.
It must be pointed out that these mechanisms would
require peers to collectively agree on a policy and enforce
it individually. However, in a decentralized system, peers
are autonomous and make their own decisions. Collectively agreeing and adopting a policy is an inherently difficult thing to achieve in a real decentralized system. Even if

peers promise to enforce a policy, in a decentralized system, peers cannot be really trusted to stick to the agreement, even if it may be for their benefit.
A reverse mechanism could also be used i.e. peers could
be encouraged to behave in a reliable and trustworthy fashion by offering them suitable rewards proportional to their
trustworthiness. These mechanisms are called incentivebased mechanisms and have been used in several P2P
applications to counter the problem of free-riding[15, 21,
25, 31]. Schemes such as those in Credence[48] motivate
peers to speak the truth consistently for their opinions to
have an effect. A novel incentive compatible trading mechanism has been proposed that proves the most optimal
solution for untrustworthy peers is to truthfully report their
untrustworthiness before interacting with other peers[6].
 - A peer can detect a fraudulent peer by either
looking up its own history for past interactions with the
concerned peer or querying other peers in the system for
trust information about the concerned peer or a combination of both[1, 40]. Thus it is important that peers maintain
a detailed history of the behavior or the past reputation of
other peers so that a well-informed decision about the trustworthiness of those peers can be made in the future.
Peers that are queried may be limited to those who are
either completely trusted or trusted beyond a certain
threshold. This threshold as described earlier may depend
upon the application, the trust model, and the risk factor of
the particular interaction[46]. The queries may also be
broadcast to all peers in the system with a suitable hop
count. Received trust information may be combined appropriately to include the trustworthiness of the responding
peers in order to determine whether the concerned peer is
likely fraudulent or not[2, 10]. Several reputation models
employ some or the other form of conditional transitivity
on trust relationships to form their own estimates of the
reported trust[1]. Trust topologies to capture the diversity
in trust relationships have also been proposed[23].
Some models such as PeerTrust[49] also use transaction
and community context to determine trustworthiness. PeerTrust also requires recommenders to report the total number of transactions they have had with the target peer since
the ratio of unsuccessful to successful transactions better
reflects the trustworthiness of the target peer. This requirement helps address the problem of skewed transaction distribution found in systems such as eBay[17].
 - It should be noted that in a decentralized system, it is not always possible to conclude with certainty
that a particular interaction is successful or unsuccessful or
whether a perceived fraudulent action is the fault of the
other peer. However, once a peer has determined that it has
been the target of a fraudulent action, it can react in a number of ways. First, the victim peer must take suitable action
to stop the attack. For example, if the attack is in the form

of a worm that was downloaded because it was disguised
as a legitimate file, the victim peer must block the worm so
that it does not flood the network. Or if a node on the network is using the victim node to launch attacks against
other nodes, the victim node must block the attacker]s traffic as soon as it detects the attack on itself[9].
Second, the victim peer can reduce its trust in the fraudulent peer that was responsible for the attack. Third, the
victim node can reduce its trust in those who recommended
that fraudulent peer. Existing trust models typically reflect
both these reactions[1, 16, 40, 48]. However, these models
employ different kinds of policies to determine the extent
of these reductions in trust. These policies may also depend
upon the nature of the application and the severity of the
attacks. For example, some applications may not tolerate
even a single fraudulent action even though the concerned
peer may have been considered completely trustworthy in
the past. In such a case, the trust model may employ a
stringent trust reduction policy that will reduce trust in the
peer to a level where it is considered untrustworthy.
Some reputation models that rely on negative reputation
issue negative recommendations[9] or complaints[4] when
victimized by a fraudulent action. Since complaints only
contain information about the attack and the fraudulent
peer, these models do not decrease the reputation of the
fraudulent peer but rather generate complaint statements
and distribute them in the network.
Third, the victim peer can choose to actively or passively disseminate information about the fraudulent peer to
other peers in the system. An active dissemination mechanism sends explicit reputation revocation messages [1, 51]
or to spread a warning throughout the system[9]. A passive
dissemination mechanism, on the other hand, spreads the
information through recommendations in response to relevant queries[10, 49]. Another passive mechanism is the
one employed in the NICE[33] trust model where peers
exchange trust data hdigestsi once in a while to keep themselves abreast of the reputation of other peers.


 - Mechanisms for preventing misrepresentation closely resemble those for preventing fraudulent
actions. Thus, peers could collectively enforce and advertise a system-wide policy of seeking trust information from
only those peers who are considered completely trustworthy or trustworthy beyond a certain threshold determined
by the application and the nature of the trust model. Similarly, peers could also enforce a severe penalty if any peer
is found to be lying. However, these mechanisms would
require peers to agree on a policy and enforce it individually which is inherently a difficult thing to achieve in a
decentralized system where peers are autonomous and
have different individual goals. Peers could also be encour-

aged to report reliable and trusted information by offering
them suitable incentives in return.
An extremely simple mechanism to prevent misrepresentation is for a peer to rely only on its own past experience because this would eliminate the need for determining
the trustworthiness of recommenders[35]. However, a peer
may have little or no trust data on a peer it wants to interact
with, and so may have to rely on others for trust information. Additionally, if the trust model uses the concept of
trust context described earlier, a peer can choose to listen to
peers who are reporting information in that context and
considered trustworthy in reporting information in that
context. As an example, it would be difficult to trust an
expert in cars if information on planes was being reported.
Using such a policy will help a peer to filter out recommendations that are not relevant and reduce the number of recommenders whose trustworthiness needs to be determined.
 - A peer can detect if a recommender is misrepresenting by comparing the trust information reported
by the recommender against the peer]s own perceptions
and beliefs. Further, the peer can check its own past interactions to determine whether the recommender has a history of engaging in misrepresentation. Additionally, a peer
could query other peers in the system for trust information
about the recommender peer. Again, peers that are queried
may be limited to those who are either completely trusted
or trusted beyond a specific threshold, or these queries can
be broadcast to all peers in the system with a suitable hop
count. Peers that respond to these queries essentially serve
as recommenders for a recommender.
Received trust information may be aggregated and
appropriately combined to include the trustworthiness of
the responding peers in order to determine the trustworthiness of the original recommender. A simplistic mechanism
adopted is to average the opinions received from all the
peers. Since only one peer is malicious, this mechanism
would work as long as there is more than one truthful recommender. In the event, however, where there is just one
truthful response along with a misrepresented response, a
peer must evaluate the reputation of both the recommenders in order to determine who can be trusted more. For this,
it can make use of its own personal past information, group
relationships, and opinions provided by other trusted recommenders[40]. Another mechanism that has been
adopted in some trust models is to include the trustworthiness of the responders as weights to compute a weighted
average trust value for a recommender.
Interestingly, some trust models such as PET[35] adopt
the stance that recommenders cannot be trusted completely
or even to the extent of the peer]s own experience. They,
therefore, recommend averaging received recommendations and assigning the average a low weight to ensure that
the personal experience has a bigger role in the determina-

tion of trust. Recent work by Marti and Garcia-Molina also
shows that limited reputation sharing may in fact be a good
thing because it can reduce the number of failed transactions by a factor of 20[38].
Another interesting model is Credence[48], a decentralized object reputation management system which employs
a voter correlation scheme to help identify distinguish
truthful peers from lying ones. The use of the correlation
scheme help identify a consistent liar quickly. If an
attacker, however, mixes up the lies and truths, the correlation will tend to become zero, in which case the attacker]s
opinion is not given much value. In such a scheme, a peer
must consistently speak the truth for its opinion to have
some value. A similar mechanism has been proposed by
Buchegger and Boudec[7] that uses a Bayesian approach to
exclude opinions that deviate substantially from personal
opinion and the majority of recommender opinions.
 - In spite of the preventive and detective measures, a peer may become the target of misrepresented
information. It could be because the malicious peer]s past
history is unavailable or because this was the first attack by
the malicious peer. The only way a peer can detect an
attack in these cases is by examining for itself whether the
information reported by a peer matches its own interaction
experience in the future.
The reactive mechanisms to counter misrepresentation
resemble those for countering fraudulent actions. Once a
peer realizes that it has been a target of a misrepresentation
attack, it can react by reducing its trust both in the misrepresenting peer as well as in those peers who recommended
the misrepresenting peer. A trust model may employ different kinds of policies to determine the degree of trust reduction. Again these policies may also depend upon the nature
of the application. Additionally, the victim peer can choose
to use an active or passive dissemination mechanism to
spread information about the misrepresenting recommender so as to warn other peers in the system.


 - The preventive mechanisms used to
counter misrepresentation are also effective in preventing
collusion attacks. Thus, querying only trusted recommenders, enforcing severe penalties for collusion and using
incentive mechanisms serve as preventive mechanisms for
collusion. As mentioned previously in the case of misrepresentation, it is also better for a peer to rely on its own past
experience with respect to peers and recommenders than to
believe others in the system[35]. This helps reduce the risk
of misrepresentation and collusion threats. However, if a
peer has limited or no previous interaction with a peer or a
recommender, it has no other option but to make a decision
based on the opinions of other peers.
Dellarocas[11] proposes a controlled anonymity scheme

that conceals the identities of the peers. This makes it difficult for malicious peers to collude and attack a specific
peer. However, in a decentralized system, there is no single
centralized authority that can be trusted to control and conceal identities. Additionally, peer anonymity makes it
harder to establish trust relationships[44]. Further, anonymity is not always possible for all decentralized applications.
Some additional mechanisms can also be employed to
discourage collusion. For example, in the NICE trust
model[33], each peer creates and maintains a list of
hfriendi recommenders that the peer absolutely trusts.
While the peer may query other peers in the system for
trust information, only the recommendations of the friend
recommenders are completely trusted and used in the
determination of trustworthiness.
 - When the opinion of recommenders differ,
it can be difficult to determine who is lying. The querying
peer cannot assume that the majority opinion amongst all
received opinions is always true. It is possible that colluding recommenders may outnumber good recommenders
and so the peer could possibly end up believing in the false
information. It is therefore essential for the peer to evaluate
the reputation of the recommenders in order to trust a particular opinion. There are several mechanisms that can help
a peer determine the trustworthiness of recommenders.
Some of these have already been discussed in the case of
misrepresentation.
One simple mechanism is for the peer to match reported
opinions against the peer]s own perceptions and beliefs. A
peer can also look up its past interactions to determine
whether any of the recommenders have previous engaged
in any malicious activity. It can also evaluate the reputation
of the recommenders by using existing group relationships[40].
A peer may decide to query other peers about the trustworthiness of the recommender. The reported information
can be used suitably in determining trustworthiness of the
recommenders. While models such as PET[35] advocate
the reduced use of recommendations and increased use of
personal experience in determining trust and promote,
models such as NICE[33] rely more or exclusively upon
the opinion of peers that a peer considers trustworthy.
However, it should be noted that if all recommenders
have excellent reputations, it becomes difficult to decide
whom to trust. In such a case, the peer can use suitable
mechanisms such as risk analysis[24] to decide whether it
should trust certain recommenders or proceed with certain
interactions.
Sometimes, the same malicious peer may create multiple identities and operate from different machines in order
to give the impression that multiple peers have the same
opinion. One way to protect against such an attack when IP

addresses are known is to use IP clustering[10]. The
assumption behind IP clustering is that such a malicious
peer will need access to a bunch of machines that could
very likely be in the same subnet. IP clustering helps
aggregate the similar opinions of these peers with matching
subnet addresses into a single opinion in order to reduce
the impact of multiple malicious entities.
Using the example of the Byzantine General]s problem,
it has also been proven that in a system where unforged
signed communication is used, a malicious group of peers
can be overcome[32]. Thus, the use of unique digital identities and explicitly signed messages between peers can
help detect a collusion attack.
 - In spite of the preventive and detective measures, a peer may become the target of a collusion attack.
This could be if information about the malicious peers is
unavailable or if this was the first instance of such an
attack. The only way a peer can truly recognize that an
attack has taken place in these cases is by examining for
itself whether the information reported by peers matches its
own experience in the future.
Once a peer finds out that it was the target of a collusion
attack, it can take several actions. It can reduce its trust in
the attackers as well as those who recommended those
attackers. A trust model may employ different kinds of policies to determine the degree of this trust reduction. As
already mentioned previously, these policies may also
depend upon the nature of the application. Additionally, the
victim peer can choose to use an active or passive dissemination mechanism to spread information about the colluding peers so as to warn other peers in the system.


A decentralized peer primarily relies on its own and others] past experience in order to establish trust relationships.
A peer]s past behavior while insufficient to precisely guarantee its future actions, however serves as a reasonable
basis for predicting its future actions. However, an inherent
problem with open decentralized applications is the presence of unknown peers in the system. These peers may be
either first-time entrants to the system or old participants
about whom there is no longer any information available in
the system. While the presence of such unknown peers in
the system does not pose a direct threat to the system, interacting with these unknown peers in an open decentralized
system may be fraught with danger. In the absence of any
information about the unknown peer, peers in the system
may hesitate to trust a new peer and vice-versa.
There are several mechanisms that can help in alleviating this problem. A peer may evaluate the cost of the outcome[8] to decide whether to proceed with interaction with
the unknown peer. If the interaction is critical from the
peer]s perspective, the peer may decide to not risk interac-

tion until reliable information about the peer is available in
the future. On the other hand, if the interaction is of a lowrisk nature, the peer may proceed with the interaction and
help form the unknown peer]s reputation. If the ensuing
interaction is successful, the unknown peer]s reputation
will increase. A negative interaction will on the other hand
alert other peers in the system about the unknown peer.
A new entrant peer to the system, prior to an interaction,
can query other peers about the peer it wants to interact
with. These opinions can be combined to evaluate the
interacting peer]s reputation. However, since the new peer
does not know whom to trust, it could easily become the
victim of a collusion attack. The new peer therefore must
discover trusted peers by engaging in low-risk interaction
with peers in the system. These trusted peers can in the
future be then queried for recommendations. If the new
peer does indeed become the target of any attack, it can
react by reducing its trust in the attackers and informing
other peers in the system about the attackers.
Different trust models provide different kinds of measures to address the problem of new or unknown peers in
the system. For example, the Distributed Trust Model[1]
provides a new peer with an initial list of trusted peers that
the peer can interact with. In the XREP model[10], new
peers can build up their reputation by providing wellknown reliable resources. Some models, such as
REGRET[40] and Community-based Reputation[51] are
liberal and have a low barrier of entry for new peers. A
peer]s reputation in REGRET rapidly increases with every
good interaction, so that in a short while the peer can build
up a good reputation and can participate fully in the system. Similarly complaint-based models completely trust
new peers until complaints about them are reported. However, some other models are more cautious and take into
consideration factors such as the outcome]s intrinsic
cost[8] and cost of the transaction[24, 36] before trusting a
new peer.


We validated the TREF framework in the context of
four candidate decentralized reputation models. We used
TREF to perform a threat-based theoretical comparison of
the models. Then each model was separately implemented
in an emergency response system called CRASH. Threat
scenarios corresponding to the five critical threats were
designed and executed on the four CRASH prototypes and
observed results were compared against expected results
from the TREF analysis. This comparison allowed us to
examine the validity of the theoretical results obtained
from the TREF framework. Below, we first summarize the
four reputation models that were used in our evaluation.
Next, we provide a brief description of the CRASH system

and how we used it our validation.


The TREF framework is based on the threats of decentralization, and describes and compares the protective,
detective and reactive mechanisms of different reputationbased trust models in the face of those threats. This section
describes the various aspects of the TREF framework using
four sample reputation-based trust models. These models
are the Distributed Trust Model[1], NICE[33],
REGRET[40], and a Complaint-based Model. Below, each
of these models is first introduced followed by a discussion
of the various mechanisms in the model that help counter
the threats.


In the Distributed Trust model proposed by Abdul-Rahman [1], a trust relationship is always between exactly two
entities, is non-symmetrical, and is conditionally transitive.
There are two distinct trust relationships. A direct trust
relationship is when one peer trusts another. But if a peer
trusts another peer to give recommendations about another
peer's trustworthiness, then there is a recommender trust
relationship between the two [2]. Trust relationships exist
only within each peer]s own database and hence there is no
global centralized map of trust relationships. Corresponding to the two types of trust relationships, two types of data
structures are maintained by each peer - one for direct trust
experiences and another for recommender trust experiences. Recommender trust experiences are utilized for
computing trust only when there are no direct trust experiences with a particular peer.
Trust categories are used by peers to classify trust
towards other peers depending upon which aspect of that
entity is under consideration. For example, a peer may trust
another peer on a certain issue but may not trust it in
another context. Similarly, since a peer may trust a certain
peer more than other peers, comparable trust values are
needed. A reputation is defined as a tuple consisting of a
peer]s name, the trust category and the specific trust value.
A recommendation is defined as communicated trust information which contains reputation information.

The Distributed Trust model uses key-based encryption
of messages so that recommendation information is not
easily obtained by malicious peers. The model uses discrete levels of reputation that limit the ability of a peer to
express confidence in other peers. However, it provides the
use of explicit reputation revocation to inform other peers
about fraudulent peers. A peer can guard against misrepresentation and collusion by sending requests for recommendations only to trusted recommenders. However, once a
peer is subjected to mis-representation and collusion

attacks, its resistance is limited to decreasing the recommender trust of the malicious peers. Unless explicitly questioned by other peers in the system, these targeted peers do
not inform others about the actions of misrepresenting and
colluding peers. New peers that join the system are
equipped with an initial list of trusted peers with whom
they can interact and slowly build up their reputation
through good interactions.


NICE [33] is a platform for implementing distributed
cooperative applications. Applications based on NICE barter local resources in exchange for access to remote
resources. NICE provides three main services: resource
advertisement and location, secure bartering and trading of
resources, and distributed trust valuation. The trust evaluation is necessary since malicious peers may threaten the
reliable functioning of the cooperative system. Consequently, the objective of the NICE trust inference model is
to a) identify cooperative users so that they can form robust
cooperative groups, and b) prevent malicious peers and
clusters to critically affect the working of the cooperative
groups.
Like other trust models, the NICE model utilizes the
opinion of each transacting peer to rate the quality of the
transaction. This opinion signed by a peer is called a
cookie and is the measure of reputation in the NICE model.
This cookie is stored on the other transacting peer which
can use this cookie to prove its trustworthiness to other
users. If, however, the opinion is negative, the peer storing
it has no incentive to retain it, so in this case, the peer signing the opinion stores the cookies itself.
When a peer P wants to access Q's resources, it sends Q
a set of cookies signed by Q. Upon receiving this, Q verifies that the cookies were indeed signed by it. Depending
on the set of cookies, Q may also decide to search for further references for P. These references along with the cookies are then used to compute the extent of Q]s trust in P. In
case, P does not have cookies directly signed by Q, it can
generate a trust graph originating from P to Q and can
present this to Q who can then use the trust graph to infer
the trustworthiness of P.

In NICE, each cookie containing trust information
about the requestor is signed by the owner and is verified
by the owner upon receipt. Identifiers and public keys are
used to verify the credentials of the requestor. Storing negative cookies and exchanging digests with other peers
allows information about malicious peers to be dissipated
to other peers in the system. This makes the system aware
of fraudulent peers. When a peer initiates a search for negative cookies on a target peer, it only relies upon negative
cookies received from trustworthy peers. Thus even if a

malicious peer were to misrepresent its trust in the target
peer, combining the opinions of other peers will help
counter the misrepresentation. One of the main contributions of the NICE approach is the ability of good peers to
form groups themselves and isolate malicious peers. To
form such groups efficiently, peers maintain a preference
list of potentially trustworthy peers that is constructed
based on previous interactions and observations. This helps
address the threat of collusion, since good peers only ask
other good peers for digests.
There are no cookies at system start and peers can build
up reputation only with successful interactions with other
peers. Thus, there is no well-defined solution to the problem of addition of unknowns.


REGRET [40] is similar in concept to models such as
TrustNet [42] that include the social dimension of peers
and their opinions in its reputation model [41]. REGRET
adopts the stance that the overall reputation of a peer is an
aggregation of different pieces of information. REGRET is
based upon three dimensions of reputation - ,
, and . REGRET combines these three
dimensions to yield a single value of reputation. When a
member peer depends only on its direct interaction with
other members in the society to evaluate reputation, the
peer uses the .
If the peer also uses information about another peer provided by other members of the society it uses the 
. The social dimension relies on group relations.
In particular, since a peer inherits the reputation of the
group it belongs to, the group and relational information
can be used to attain an initial understanding about the
behavior of the peer when direct information is unavailable. Thus, there are three sources of information that help
peer A decide the reputation of a peer B - the individual
dimension between A and B, the information that A's
group has about B called the  reputation, and the
information that A's group has about B's group called the
reputation. Figure 2 illustrates these various
reputation relationships.
REGRET believes reputation to be multi-faceted implying that a reputation in a specific context may summarize
the reputations of other dependent factors. The different
types of reputation and how they are combined to obtain
new types of reputation is defined by the 
. Clearly, since reputation is subjective, each
peer typically has a different ontological structure to combine reputations and has a different way to weigh the reputations when they are combined. REGRET is richer than
other trust models since it considers both group reputation
and the ontological dimension in the computation of reputation.
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The use of social relationships in the REGRET model
help peers to better defend against attacks. Upon detection
of fraudulent actions, affected peers can modify not only
the reputation value of the malicious peer and the group
that it belongs to, but also that of the witnesses who recommended the fraudulent peer. These changed values will
forewarn other peers in the future. In addition to using this
technique, a peer can combine opinions of multiple witnesses to detect mis-representation. Collusion can be prevented by combining the various social reputation
mechanisms provided the number of good peers is sufficiently greater than the number of malicious peers. New
peers that join the system start with zero reputation but
quickly build up their reputation through successful interactions. A significant disadvantage of the REGRET model
is the lack of credential verification thus making it susceptible to impersonation attacks. Another shortcoming is that
each peer assumes an implicit trust in other peers belonging to the same group, thus exposing itself to possible malicious activity within its own group.

In a complaint-based model, negative reputation information is encapsulated and stored as a complaint. An
instance of such a model is the P-Grid approach which
focuses on an efficient data management technique to construct a scalable trust model for decentralized applications
[4].
The complaint-based trust model is based on binary
trust. Peers perform transactions and if a peer cheats in a
transaction, it becomes untrustworthy from a global perspective. This information in the form of a complaint about
dishonest behavior can be sent to other peers. Complaints
are the only behavioral data used in this trust model. Reputation of a peer is based on the global knowledge on complaints.
Upon interaction, peers evaluate each other. A peer can
if needed file a complaint about another peer and send it to
other peers who maintain copies of the same complaint.
When a peer wants to evaluate the trustworthiness of
another peer, it searches for complaints about that peer.
Upon receiving a query, peers that have the required complaints respond accordingly. Since these peers themselves
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can be malicious their trustworthiness needs to be determined. Consequently, queries for complaints about these
peers are sent out by the original peer and so on. In order to
prevent the entire network from being explored, which
would become expensive in a large system, if similar data
about a specific peer is received from a sufficient number
of peers, no further checks are carried out.

Peers can protect themselves against fraudulent actions
by accessing complaints filed against fraudulent peers.
Using trust data replicated across peers protects against the

possibility that a complaint is altered by a malicious peer.
Mis-representation and collusion are further addressed by
checking the trustworthiness of the peer that stores the
complaint and the peer that reported the complaint, and
combining opinions obtained from multiple trustworthy
peers. The threat of addition of unknowns is addressed by
trusting all new peers until complaints against them are
reported. Table 1 presents a sample TREF framework with
the above-described four decentralized reputation models.


In order to validate our evaluations of the four different
decentralized reputation models, we chose to incorporate
the models within a decentralized application and execute
threat scenarios based on the threats identified in the TREF
framework. The application domain we chose for this was
decentralized crisis management. In a crisis situation, there
are multiple independent parties that exchange information
in order to make crucial decisions that can affect lives and
property. A significant characteristic of the crisis domain is
its dependence upon reliable and accurate information.
However, participants in a crisis situation, such as criminals and disgruntled sections of the media, may have malicious intentions and may hamper communication or
provide contradictory and incorrect information. Thus, it is
very important for entities in a decentralized crisis
response situation to employ safeguards against such malicious attacks.
The Crisis Response and Situation Handling system
(CRASH) that we developed for our evaluation models a
collection of governmental and non-governmental organizations that coordinate and make local autonomous decisions. Each CRASH entity consists of three main subsystems (see Figure 3): Display, Information Sources, and
Command and Control (C&C). The Display sub-system
facilitates the visualization of the information currently
known to the organization. Information Source sub-systems report feedback and information to the entity]s C&C
sub-system. These sub-systems are connected to the
entity]s C&C through internal networks. Each entity]s
C&C sub-system is also connected to the C&C sub-systems of other entities through external networks. The C&C
subsystem collects data reported by its information sources
and other C&C subsystems. Using this data, the C&C system makes suitable decisions and conveys corresponding
information and instructions to its affiliated resources.
Each CRASH entity was built in the PACE architectural
style[43]. PACE guides the incorporation of trust management in decentralized applications. Using the guidelines
specified by the PACE style, each of the four decentralized
reputation models was incorporated within a separate
CRASH prototype.


In order to evaluate the reputation models, each corresponding CRASH prototype was subjected to several demonstration scenarios. These scenarios were based on the
threats of decentralization described earlier in Section 5.
These scenarios are similar to the attack scenarios mentioned in [47] and were designed to facilitate an evaluation
of these models in the context of decentralization threats.
We designed a total of 100 threat scenarios in the context of the CRASH application with an average of about 5



scenarios per threat per model. Each of these scenarios was
then executed on the corresponding CRASH prototype,
and the effects observed and compared with expected
results. Since each trust model has varying capabilities and
behaves differently, threat scenarios for each model though
similar in objective were not identical.
An in depth discussion of these threat scenarios and the
various expected and observed results cannot be included
here due to space constraints. Further description of these
scenarios can be found in [45].


Our development of the TREF framework and examining and comparing existing reputation-based trust models
using the TREF framework has revealed several interesting
insights. The first is that each candidate reputation model
only addressed some of the threats to various degrees; none
of them fully addressed all the threats. We believe further
work is necessary in order to be able to fully address these
threats of decentralization. This includes identifying preventive, detective and reactive mechanisms for each threat
and leveraging these mechanisms into a more capable reputation model in the future. Adopting such a threat-centric
approach for developing reputation-based trust models will
result in the future in more secure and capable models that
are better able to counter decentralization threats.
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