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OWASP Top Ten 2010
1.Injection Flaws
2.XSS
3.Broken Auth. Session Management 

OWASP Top Ten 2013
1.Injection Flaws
2.Broken Auth. Session Management
3.XSS

OWASP Top Ten 2007
1.Injection Flaws
2.XSS
3.Malicious File Execution



1:<?php
2: $www = $_GET[ www ];
3: $l_otherinfo = URL ;
4: echo <td> . $l_otherinfo . : . $www . </td> ;
5:?>

echo

<script ...
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1:<?php
2: $www = $_GET[ www ];
3: $l_otherinfo = URL ;
4: echo <td> . $l_otherinfo . : .$www. </td> ;
5:?>

echo

tainted
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1:<?php
2: $www = $_GET[ www ];
3: $l_otherinfo = URL ;
s: $www = ereg_replace( [^A-Za-z0-9 .-@://] , ,$www);
4: echo <td> . $l_otherinfo . : .$www. </td> ;
5:?>

tainted

untainted
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1:<?php
2: $www = $_GET[ www ];
3: $l_otherinfo = URL ;
s: $www = ereg_replace( [^A-Za-z0-9 .-@://] , ,$www);
4: echo <td> . $l_otherinfo . : .$www. </td> ;
5:?>

<script …>

<script …>
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ereg_replace( [^A-Za-z0-9 .-@://] , ,$www)
–

– .-@ . @
< >

– .-@ .\-@
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1:<?php
2: $www = $_GET[ www ];
3: $l_otherinfo = URL ;
s: $www = ereg_replace( [^A-Za-z0-9 .-@://] , ,$www);
4: echo <td> . $l_otherinfo . : .$www. </td> ;
5:?>

<!sc+rip!t …>

<script …>
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Σ <scriptΣ :

Σ <α sα cα rα iα pα tΣ
∉
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[A-Za-z0-9 .-;=-@/]
[A-Za-z0-9 .-@/]
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[^<]*<Σ*

<

[^<]

Σ

Non-ASCII

39



[^<]

<
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1: <?php
P:  if(preg match( /[^ <]*<.*/ ,$_GET[”www”]))

$_GET[”www”] = preg replace( < ,””,$_GET[”www”]);
2:  $www = $_GET[ www ];
3:  $l_otherinfo = URL ;
4:  $www = preg_replace( [^A-Za-z0-9 .-@://] , ,$www);
5:  echo <td> . $l_otherinfo . : .$www. </td> ;
6: ?>





Client-side Server-side



– Σ <scriptΣ (for XSS)
– Σ or 1=1 Σ (for SQLI)
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a=50%
b=30%
c=20%









Static Data Model

Data Model Updates: Actions
























































